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DECREE OF THE DIRECTOR GENERAL OF POST AND TELECOMMUNICATION
NUMBER: 113/DIRJEN/2008

ON

TECHNICAL REQUIREMENTS OF TELECOMMUNICATION TOOLS AND EQUIPMENT OF TELEPHONE INTERNET FOR THE PUBLIC 

BY THE GRACE OF GOD THE ALMIGHTY

DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

Considering:        a.  that as a means of guidance, protection and securement of the telecommunication provision,  particularly the provision of telephone Internet for the public, there is a felt need to determine the technical requirements of telecommunication tools and equipment of the telephone Internet for the public;  
                              b. that in line with the development of technological advancement of telecommunication tools and equipment of telephone Internet for the public, a revision is needed on the Decision of the Director General of Post and Telecommunication Number 245/Dirjen/2002 on Technical Requirements of Tools and Equipment of Telephone Internet for the Public;                        

         c. that based on considerations mentioned in points a and b

             above, it is considered necessary to ratify the Decree of  the

             Director General of Post and Telecommunication on

             Technical Requirements of Telecommunication Tools and

             Equipment of Telephone Internet for the Public.         

Bearing in mind:   1.  Law of the Republic of Indonesia Number 36 Year 1999 on

    Telecommunication (State Gazette of the Republic of

                                  Indonesia Number 154 Year 1999, Additional State Gazette

                                  of the Republic of Indonesia Number 3881);

2. Government Regulation of the Republic of Indonesia Number 52 Year 2000 on the Provision of Telecommunicaion (tate Gazette of the Republic of Indonesia Number 107 Year 2000, Additional State Gazette of the Republic of Indonesia Number 3980);

3. Government Regulation of the Republic of Indonesia Number 53 Year 2000 on the Use of Radio Frequency Spectrum and Satellite Orbit (State Gazette of the Republic of Indonesia Number 108 Year 2000, Additional State Gazettte of the Republic of Indonesia Number 3981);

4. Decree of the President of the Republic of Indonesia Number 9 Year 2005 on Positions, Tasks, Functions Organizational Structure and Working of State Ministries of the Republic of Indonesia; 

5. Decree of the President of the Republic of Indonesia Number 10 Year 2005 on Organizational Units and Functions of Echelon I of State Ministries of the Republic of Indonesia as amended by  the Decree of the President of the Republic of Indonesia Number 15 Year 2005;

6. Decision of the Minister of Communication Number KM.2 Year 2001 on the Procedure for Issuing Certificates of the Type of Telecommunication Tools and Equipment;

7. Decision of the Minister of Communication Number KM.3 Year 2001 on Technical Requirements of Telecommunication Tools and Equipment;

8. Decision of the Minister of Communication Number KM. 23 Year 2002 on the Provision Telephone Internet Service for the Public;

9. Decree of the Minister of Communication Number KM. 10 Year 2005 on Certification of Telecommunication Tools and Equipment;

10. Decree of the Minister of Communication and Information Technology Number 01/P/M.Kominfo/4/2005 Year 2005 on Organizational Structure and Working of the Department of Communication and Information Technology;

11. Decree of the Minister of Communication and Information Technology Number 03/P./M./Kominfo/5/2005 Year 2005 on Adjustment of Nomenclatures of a number of Decisions/Decrees of the Minister of Communication which regulate Special Material Contents in the field of Post and Telecommunication.

DECIDES

To ratify      :   DECREE OF THE DIRECTOR GENERAL   OF     POST     AND

                       TELECOMMUNICATION ON TECHNICAL REQUIREMENTS OF

                       TELECOMMUNICATION TOOLS AND EQUIPMENT OF  

                       TELEPHONE INTERNET  FOR THE PUBLIC                        
Article 1

The telecommunication tools and equipment  of Telephone Internet for the Public shall fulfil the technical requirements as indicated in the Attachment of this Decree.  

Article 2

The implementation of testing of telecommunication tools and equipment of Telephone Internet for the Public shall fulfil the technical requirements as indicated in the Attachment of this Decree..

Article 3

This Decree shall come into force on the date of its ratification.

    Done at :           JAKARTA  

                                                                                   On        : March 19,  2008

                                                                                 _____________________

                   DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

Signed

BASUKI YUSUF ISKANDAR

Copies of this Decree are sent to :

1. Minister of Communication and Information Technology;

2. Secretary General of the Department of Communication and Information Technology;

3. Inspector General of the Department of Communication and Information Technology;
4. Directors within the Directorate General of Post and Telecommunication.

                         ATTACHMENT :  DECREE OF THE DIRECTOR GENERAL 

                                                        OF POST AND TELECOMMUNICATION                                            

                           NUMBER          :  113/DIRJEN/2008

                           DATE                :  March 19, 2008

             ________________________________________________ 

TECHNICAL REQUIREMENTS OF TELECOMMUNICATION TOOLS AND EQUIPMENT OF TELEPHONE INTERNET FOR THE PUBLIC
CHAPTER I

GENERAL PROVISIONS

1.
Scope

These  technical requirements are for gateway and gatekeeper equipment used for the telephone service through Internet Protocol or the so-called VoIP (Voice over Internet Protocol).

These technical requirements of  tools and equipment of telephone Internet for the public cover: 

a. The General Provisions (scope, definitions, configuration, acronyms, and terms);

b. The Technical Requirements (operational requirement, electrical requirement, functional requirement, interoperability requirement, service capability requirement, and features requirement);

c.  The Completeness of Equipment (equipment identity and equipment guide);

d. Testing (sampling method, test method, and conditions for passing the test);

e. Marking.

2.
Definition

Telephone Internet is a technology for channelling telephone call using Internet protocol.

What is meant by the provision of Telephone Internet Service for the Public is an activity of making available, service and provision of Internet service to be benefited by the community.

3.
Configuration 

[image: image1.emf]
Configuration of the connection of Gateway/Gatekeeper at IP network
                              with Circuit Switched Network                          
 4.
Acronyms

Bit 
:  Binary digit

db
:  decibel

DTMF
:  Dual Tone Multiple Frequency

FXO
:  Foreign eXchange Office

Hz
:  Hertz

IAX
:  Inter-Asterisk eXchange protocol

IETF
:  Internet Engineering Task Force

IEEE
:  The Institute of Electrical and Electronics Engineers

IP
:  Internet Protocol

ITU
:  International Telecommunication Union
kbps
:  kilo bit per second

LAN
:  Local Area Network

MGCP
:  Media Gateway Control Protocol

MCID
:  Malicious Call Identification

MFC
:  Multi Frequency Code

PC
:  Personal Computer

PSTN
:  Public Switched Telephone Network

RTP
:  Real Time Transport Protocol

RTCP
:  Real Time Control Protocol

R2MFC
:  R2 Multi Frequency Compelled

SIP
:  Session Initiation Protocol

SS7
:  Signalling System No. 7

TCP
:  Transmission Control Protocol

UDP
:  User Datagram Protocol

Vac
:  Volt alternate current

VAD
:  Voice Activity Detection

VoIP
:  Voice over Internet Protocol

Wifi
:  Wireless Fidelity

Wimax
:  Worldwide Interoperability for Microwave Access

5. Terms

a. Authentication
A process for proving legitimacy of an identity

b. Authorization
A process for granting license based on legitimate identity to access or to use service or to access information.

c. Backward Call Clearing
A signal sent to the direction of the caller, as a sign that the called customer has placed back his telephone set.

d. Bit Error Rate (BER)
Comparison between the number of faulty bits on the side of receiver  and the number of digits received during a certain interval of time.

e. Bit rate
The number of bits per second
f. 
dBm

              The power level with reference of 1 mW

g. dBmO

              Absolute power level measured at the point of reference of 0 dBr

              Transmission
h. Ethernet
             Specification of LAN system using base band frequency compatible with

             IEEE 802.3 standard

i. 
E.164 number
The numbering system of international telephone as defined and arranged in the ITU-T E.164 Recommendation and variable digit decimal regulated in special code as follows:

Country Code + National Destination Number + Subscriber Number

j. 
Forward Call Clearing
Signal sent to the direction of the receiver as a final sign of a talk. The connection must be cut off at once and the calculation of the talking time must be stopped.

k. Gateway
An H.323 entity which provides a  real-time two way communication interface between terminal H.323 at IP network and PSTN telephone terminals and terminals in other networks.

l. 
Gatekeeper
An H.323 entity in the network which provides transition address and controls access or call to the network for H.323 terminal and gateway.
m. H.323 entity
The H.323 component among other things covers H.323 terminals, gateway and gatekeeper.

n. Jitter
An instant change which is not cumulative and a significant instant digital signal against its ideal position.
o. Malicious Call Identification (MCID)

An additional service offered to called customers making them possible to submit demand so that the callers are identified and registered in the network.

p. Wifi
A group of standards used for Wireless Local Area Networks – WULAN based on IEEE 802.11 specification.

q. Wimax
A sign of certification for products that have passed the test which are agreeable and compatible with IEEE 802.16 standard. WIMAX is a wireless technology which provides broad lane communication in long distance. 
CHAPTER II
TECHNICAL REQUIREMNTS

1. Operational Requirement

a. Power Supply
The equipment is capable of working with supply :

1) Direct current voltage     : - 42 up to – 56 Vdc (positive ground) and/or

2) Alternate current voltage: nominal 100 – 240 Vac/50 Hz.

b. Temperature and Humidity

The equipment must work well at the following conditions:

1)
Room temperature          : 10ºC <T< 45ºC;

2)
Relative humidity             : 40% <H< 80%.

c. Security System

The equipment must be furnished with :

1) Protection against overload voltage and current (oveload protection). There is an indicator for providing information on the status of equipment or network;

2) Total Audible Noise Level (dBA) issued by the equipment < 75 dBA at a distance of 1 m with the height of 1.5 m.
d. Interface to PSTN
Gateway may be connected to PSTN network  minimum through one interface among other things through E1 (ITU-T G703 Recommendation), FXO.

e. Interface to IP Network 

The equipment may be connected to IP network through interface among other things, through Ethernet (minimum 10 mbps) and or Wifi IEEE 802.11b/g/n, and or Wimax IEEE 802,16 d/e.

f. 
Signalling System

Gateway may translate the signalling system, among other things, through H 323, SIP, MGCP, IAX, R2MFC or SS7.

g. Characteristics of Speech Codec
Characteristics of speech codec comply with ITU Recommendation, among other things : G.711, G.729, G.723, and G.726.

h. Gateway Voice Processing Delay Time
The maximum Gateway Voice Processing Delay Time on gateway is in accordance with the encoder / decoder system (0 – 150 ms).

i. 
IP addressing on Gateway
Gateway equipment must be capable of supporting IP addressing system with a minimum of version 4.
2. Electrical Requirement

E 1 interface Port is in accordance with ITU-T G.703 Recommendation.

3. Functional Requirement

a. Media Channel Address Resolution Function.
1) Gateway supports IP address system for communication in IP network.

2) Gateway supports PSTN numbering system to support circuit based call (in line with ITU-T E.164 Recommendation),
b. Stream Conditioning Function
Gateway is capable of transferring media stream between IP domain  and PSTN domain including transcoding and echo cancellation.

c. RTP / RTCP Function Media
Gateway is capable of sending and receiving voice information signal through RTP canal and capable of carrying out RTP canal control function using RTCP message (minimum in line with IETF RFC).

d. Authentication Function
Gatekeeper is capable of recognizing identification of users, equipment or network entity.

e. Gateway Media Stream Admission Control Function
Capable of carrying out control on admission media streaming
4. Interoperability Requirement

a. General

1) Gateway must support DTMF encode and decode . Gatekeeper  must support multi vendor gatekeeper interoperability.

2) Gateway supports protocol Fax (ITU-T.38 Recommendation), UDP/IP, TCP/IP.

b. Service Interoperability 
1) Basic Services

a) Must be capable of conducting call setup from a client connected to IP network to PSTN terminal.

b) Must be capable of conducting call setup from PSTN terminal to a client connected to IP network.

c) Must be capable of conducting backward call clearing and forward call clearing.
d) Must enable gateway or gatekeeper to clean a call.

e) Must be capable of sending information on conditions of call among other things, busy tone, alerting tone, congestion tone etc.
2)`Addressing/Routing

a)
For application which involves public network, must enable an initiator of call in IP network to use a number E.164 to identify and call PSTN client.

b)
Users connected to IP network must be capable of using a terminal that has an IP address in a static manner.

c)
For application which involves public network, must enable an initiator of call in PSTN to use a number E.164 to identify and call IP client.

3)
Security      
Gatekeeper uses a security mechanism as established in ITU-T H-235 Recommendation or any of the same level :
a) Authentication
Support authentication function capable of recognizing the identification of users, equipment or network entity.

b) uthorization

Support authorization function of users to use a facility.

c) Non-Repudiation

Support non-repudiation system which functions as security which can provide a proof that someone has sent information or a service as a means of preventing the said person to deny the information that has been sent.

d) Privacy :

· Has a mechanism to ensure that interception on link IP or on link multiple IP will not cause an interception on the talk.
· Has a mechanism to ensure that interception on link IP or on link multiple IP will not cause  determination of identity and or a telephone number of one of the two parties that are involved in a talk.

· Able to support encryption algorithm.

e) Integrity
Must have a mechanism to convince the integrity of signalling  information and media information until the information is received accurately. 

5. Service Capability  Requirement

An equipment may provide services as follows:

a. Phone to phone communication (VoIP, PSTN, Fixed Wireless Terminal and or Cellular);

b. PC to phone communication;

c. Phone to PC communication;

d. Fax to fax communication.

6.
Features Requirement   
An equipment may have the following features :

a. Dynamic routing;
b. Silence suppression / Voice Activity Detection (VAD);
c. G.165/G.168 compliant echo cancellation;

d. Jitter buffer;

e. DTMF detection and generation;

f. Real time G3 (ITU-T.38 Recommendation) fax;

g. Auto Detection of voice or fax;

h. RTP header compression.

CHAPTER III

COMPLETENESS OF EQUIPMENT

Tool and equipment of Telephone Internet for the Public to be tested must be furnished with:

1.
Equipment Identity 

Each tool and equipment to be tested must have identity containing brand, type and serial number;

2.
Equipment Guide

Each tool and equipment to be tested must have an operational guide in Indonesian language and or in English language.

CHAPTER IV

TESTING

Tool and equipment of Telephone Internet for the  Public are considered to pass the test if they fulfil all the provisions contained in these technical requirements, covering:

1. Sampling Method

Sample of tested material shall be selected at random in accordance with the test procedure in force.

2. Test Method

Testing is implemented by a test laboratory designated by the Directorate General of Post and Telecommunication which is capable of showing qualitatively and quantitatively that the test material fulfils the technical requirements.

3.
Conditions for Passing the Test

The testing result is considered to PASS THE TEST, if all the tested materials comply with all the provisions contained in these technical requirements.

CHAPTER V

MARKING

Each tool and equipment that pass the test shall be provided with a mark containing the name of the factory and the producing country, brand, type and serial number and shall fulfil the certification provision.

    Done at :           JAKARTA  

                                                                                   On        : March 19,  2008

                                                                                 _____________________

                   DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

Signed

BASUKI YUSUF ISKANDAR

In case the English translation gives rise to different interpretation, please refer to the original version in Indonesian language
In case the English translation gives rise to different interpretation, please refer to the original version in Indonesian language 

